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alert tcp SEXTERNAL_NET any -> SHOME_NET 4000 \
(msg: "login buffer overflow attempt”; \

flow: established, to_server; \

content: "username="; depth: 16; offset: 4; nocase; \
content: "passwd="; within: 20; distance: 4, nocase; \
isdataat: 400, relative; \

content: ! "[0A["; within: 400; \

classtype: attempted-admin;)
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